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(54) COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve the security 
and to reduce the cost of a communication system by 
transmitting the information at one or more data 
speeds by means of a modulation back scatter 
technique. 

SOLUTION: An application processor 101 

communicates with the question units 103 and 104 . x j " f f \_pl_v y~?«> 
via a LAN(local area network) 102. Every question ™] LJ ~" E *fcH H± 

unit communicates with one or plural tags 105 to 107. "7^1 
A receiving modulation radio signal modulator can 
recover a 1st information signal, and a 1st decision 
element supplies the output to designate at least the 
selected one of two alternate actions A and B in 
response to the 1st information signal. A 2nd 

information signal is produced in response to the output of the 1st decision element and 
has a data speed which is increased in the action A compared with the action B. Then the 
reflection of a receiving modulation radio signal is modulated by means of the 2nd 
information signal. 
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1 Title of Invention 

Communication Device 

2 Claims 

L A communication device, comprising: 

a demodulator of received modulated radio signals, operable for 
recovery of at least one First Information Signal; 

a first decision element, responsive to the First Information Signal, 
adapted to provide an output that indicates a selected one of at least two alternative 
actions, to be referred to as Action A and Action B; 

a display device adapted to display at least a portion of the First 
Information Signal; 

a signal-generating device adapted to generate a Second Information 
Signal in response to the output of the decision element, wherein the Second 
Information Signal has a data rate, and said data rate is greater when Action A is 
indicated than when Action B is indicated; and 

a backscattcr modulator adapted to modulate reflections of the received 
modulated radio signals, using the Second Information Signal. 

2. The device of claim 1, further comprising: 
a subcarricr signal generator, and 

a modulator adapted to modulate the subcarrier signal with the Second 
Information Signal, thereby to form a modulated subcarrier; and wherein: 

the backscattcr modulator is adapted to modulate reflections of the 
received modulated radio signals with the modulated subcarrier. 

3. The device of claim 2, wherein the modulator is responsive to the first 
decision clement, such that the modulated subcarrier for Action B is a pure 
unmodulated tone at the frequency of said subcarrier. 

4. The device of claim 1, further comprising at least one pushbutton, and 
wherein the signal-generating device is response to said at least one pushbutton, such 
that at least some contents of the Second Information Signal are determined, at least 
in part, by depression of at least one said pushbutton. 

5. The device of claim 1, further comprising: 
at least one pushbutton; and 

a second decision clement adapted to provide an output that indicates 
whether the Second Information Signal should be transmitted; and wherein; 
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the second decision element is responsive to at least one said pushbutton 
such that depression of at least one said pushbutton leads to an indication that the 
Second Information Signal should be transmitted. 



6. The device of claim 1, further comprising an alarm, and means for 
activating the alarm based upon contents of the First Information Signal 

7. The device of claim 1, further comprising a storage medium for 
storing at least a portion of Ac First Information Signal. 

8. The device of claim 1, further comprising means for generating at 
least a portion of the Second Information Signal from data stored within said 
communication device. 



9. The device of claim 1 , further comprising a stored record of biometric 
data pertaining to a holder of said communication device, and wherein the signal- 
generating device is adapted to include at least some of said data in the Second 
Information Signal. 

10. The device of claim 1, further comprising: 
an energy-transfer element; and 

an energy-storage element that is rechargeable through the energy- 
transfer element. 

11. The device of claim 10, wherein the energy-transfer element 
comprises a coil. 

12. The device of claim 10, wherein the energy-storage element 
comprises a capacitor. 

13. The device of claim 1, further comprising a solar cell and an energy 
storage device chargeable from the solar cell. 

14. The device of claim 1, further comprising: 

a signal processor having a sleep mode and a waking mode; and 
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means for regularly awakening the processor from the sleep mode. 

15* The device of claim 1, further comprising: 

a signal processor having a sleep mode and a waking mode; and 

a radio-frequency (RF) detector, wherein: 
J the signal processor is responsive to the RF detector such that when the 

prcsoic e of an RF field is detected, the signal processor is awakened firm the sleep 
mode. 

Id. The device of claim 1, further comprising: 
a graphic; and 

) an antenna at least partially situated beneath the graphic. 

17. The device of claim 1 , farther comprising: 
a graphic; and 

an energy transfer device at least partially situated beneath die graphic. 

18. The device of claim 16 or claim 17, wherein the graphic is a picture 
i of a holder of said communication device. 

19. The device of claim 16 or claim 17, wherein the graphic is a 
company or organizational logo. 

2a The device of claim 1, further comprising: 
a plurality of pushbuttons constituting a mathematical keyboard; and 
1 ft microprocessor in receiving relationship to the pushbuttons, the 

microprocessor adapted to perform at least some mathematical operations in 
response to manipulations of the pushbuttons, and to display results of such 
operations on the display device. 

2L The device of claim 1, further comprising: 
at least one pushbutton far designating an emergency mode; and 
means, responsive to the pushbutton, for executing an emergency mode 

upon receipt of the next First Information Signal after an emergency mode has been 

designated; wherein: 



(16) 

the signal-generating device is responsive to the emergency-mode 
executing means, such that when the emergency mode is executed, a Second 
Information Signal is generated containing data indicating an emergency condition. 



3 Detal led Descript ion 



of Invention 
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Field of the Invention 

This invention relates to wireless communication systems and, more 
particularly, to an in-building or campus area wireless communication system using 
modulated backscatser technology. 



Background of the Invention 

Security access systems have been developed to support the automatic 
ide ntific a tion of personnel, for example to authorize the entrance erf an employee into 
a building. (In this application, we use the term "employee* to mean the person to 
whom we wish to provide service. Other applications of the invention disclosed here 
exist in which the receiver of the service is not an "employee", but that term is 
convenient and we will use it.) Examples of such systems include the provision of a 
distinctive employee identification badge, perhaps with the employee's picture 
printed on the badge, which is examined by a guaid to determine if access to the 
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building is authorized A next logical step is for the employee to cany an 
identification card which electronically authorizes entrance to the building. For 
example, "magnetic" key cards exist which are keyed with a particular magnetic 
signature; and which, when held in close proximity to a magnetic reader, can 
S authorize building entrance. Another example Is a card with a magnetic stripe on the 
back (such as a magnetic stripe used on the bade of a credit card); the employee then 
"swipes" the card through a card reader to authorize building entrance. Still another 
example of the same concept is a "Smart Card" in which the card is placed either into 
or on top of an electronic reader which can access data stored on the Smart Card, and 

0 this data is the means to authorize building entrance. Recent trends are emphasizing 
the use of magnetic key cards, magnetic stripe cards, or Smart Cards in order to 
allow building entrances to be unstaffed, and therefore to reduce costs. 

Radio Frequency Identification (RFID) systems represent die next 
logical evolution in die technologies discussed above. RFID is used for identification 

5 and/or tracking of equipment, inventory, or living things. RFID systems are radio 
communication systems that communicate between a radio transceiver, called an 
Interrogator, and a number of inexpensive devices called T^^J^K^i^Sbbm^^^ 
Interrogator communicates to the Tags using modulated radio signals, and die Tags 
respond with modulated radio signals. In one RFID technique, the Interrogator first 

> transmits a message to the Tag (called the Downlink); then the Interrogator transmits 
a Continuous- Wave (CW) radio signal to the Tag. The Tag modulates the CW 
signal using modulated backscattering where the antenna is electrically sw itched, by 
the mo d ul ating signal, from being an absorber of RF radiation to being a reflector of 
RF radiation. This Modulated BackScatter. or MBS, allows communications from 

5 die Tag back to the Interrogator (called die Uplink). RFID is used today in die 

security industry to facilitate building access; for example, the use of an RFID Tag to 
automatica lly authorize entrance to a building, and/or to record that an individual 
passed by a particular location. This operation Is called the Interrogation Mode; it is 
a mode of operation in which die Interrogator transmits a signal to all Tags in the 

) reading field, requesting those Tags to respond with data which identifies this Tag. 
The Tag then transmits this information back to the Interrogator using MBS. 

RFID technology represents a considerable improvement over the other 
building access technologies discussed above. The other technologies have limited 
range (typically a few inches or less) between the reading device and the card or 

1 badge. This limited range requires the employee to place the card or badge in close 
proximity to the reading device. RFID technology allows this range limitation to be 
relaxed, at least to some degree, and in some cases relaxed altogether. Some RFID 
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technologies arc inherently short range (i.e., effective range of a foot or two), while 
other RFID technologies support an Interrogation Mode range exceeding ten feet 
This latter range is capable of providing a truly "hands free 19 operation where the 
RFID Tag does not have to be removed and held close to the reading device in cider 
5 to be real 

Beyond the security applications discussed above, employees within a 
building or campus environment have other needs as wclL (For the remainder of this 
disclosure, we use the term "building" or "in- building" to mean either within a 
building or within a campus environment which could include a building.) For 

D example. "Location" applications also exist. It is beneficial to know the location of a 
specific Tag within the building, especially in high-security buildings. Prototype 
systems, using infrared transmitters, have been developed to allow the location of a 
"Tag" to be tracked; however there are no commercial products, and infrared 
technology suffers from lack of range and no ability to pass through objects. For 

5 example, if the infrared transmitter is placed inside a person's shirt pocket, the 
communications path is blocked. For large, expensive items, such as a tractor used 
in long-distance trucking, it may be cost-effective to place a Global Pbsidoning 
System (GPS) receiver in the tractor; thus, the position of the tractor can be 
determined. However, GPS receivers are expensive, not suitable for use by 

> individuals, and not designed for in-building applications. Therefore, there axe today 
no cost-effective solutions to the location problem for individuals within a building 
or campus environment 

In addition, low speed data "Communications" applications are also 
present. Let us assume that an employee receives a very important phone call, but 

J the employee is not in his/her office at the time the call is received. About tte only 
reasonable option today is for a secretary to take the call and attempt to find the 
employee, Let us further assume that an employee receives a very important 
electronic mail message. Systems are in existence today that allow the electronic 
mail system to interconnect with a "Paging" system, so that all or part of the 

) electronic mail message appears on the display of die pager. Today, Paging is the 
most commonly used mechanism to support low speed wireless data 
communications. However, there are drawbacks to the use of Paging systems. 
Some Paging systems suffer from poor in-building wireless coverage. Also, some 
Paging services involve paying usage charges to a service provider on a per- 

> transaction basis. Within a building or campus environment, it is possible to deploy a 
wireless data LAN; however these products are still relatively expensive. Therefore, 
low-cost solutions do not exist today for low speed wireless data communications 
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within a building or campus environment. 

Therefore, we have seen that RFID technology, which is inherently a 
low-cost technology, is making inroads into security applications for Ac purpose of 
identifying Tags as they pass a specific reading device. However, there are no low- 
cost techniques to provide location information within a building or campus 
environment, and there are no low-cost techniques to provide low speed wireless 
data communications information within a building or campus environment. There 
are also no systems that integrate the above capabilities - Interrogation, Location, 
and Low Speed Wireless Data Communications (or Messaging) - in one system. In 
this invention, we disclose the design of a low cost personal communications device, 
utilizing modulated backscatter. This device can be used to integrate the functions 
of Security, Location, and Messaging in a single system with a single infrastructure. 
This device thus can provide improved security as well as cost-effective in-building 
or campus-area location and communications : 



Summary of the Invention 

In accordance with the present invention, a radio personal 
communications device is disclosed, which is capable of receiving modulated radio 
signals, and capable of transmitting modulated radio signals using modulated 
backscatter technology. This device can operate in an Interrogation Mode, in which 
a set of mandatory data is transmitted from the device; in a Location Mode, in which 
the approximate location of the device can be determined, and in a Messaging Mode, 
in which data can be transmitted to and received from the devke. The device is 
capable of transmitting information, using modulated backscatter, at more than one 
data rate. The device contains a display to display some or all of die data transmitted 
to the device. Alternate embodiments of the invention allow the devke to also 
support pushbuttons to allow data to be input to the device. Alternate embodiments 
support a variety of powering mechanisms for the device, including batteries, charge 
storage devices, solar cells, a coil or other energy transfer device, etc. A recharging 
station is also disclosed in the event the power supply of the device requires 
recharging. 

Brief Description of the Drawing 

In the drawing, ^ J 

FIO. 1 shows a block diagram of an illustrative Radio Frequency if ' < 
Identification (RFID) system; 
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FKJ. 2 shows a block diagram of an illustrative Interrogator Unit used in 
the RFID system of FIG. 1; 

FIO. 3 shows a block diagram of a Tag Unit used in the RFID system of J 



5 



FIO. 1; 
(PPID); 



FK3. 4 shows a block diagram of a Personal Pager and EDentificr 



FIG. 5 shows one embodiment of the physical layout of a PPID; 
FIG. 6 shows an alternate em bocfimem of the physical layout of a PPID: 
FIG. 7 shows an RF Detector incorporated in a PPID; 
FIG. 8 shows a Docking Sudan and how the PPID could be oriented 
with respect to the Docking Station. 

Detailed Description 

MBS Operation 

We now describe how a typical RFID system* utilizing MBS, operates. 
With reference to FIG. 1, there is shown an overall block diagram of a traditional 
RFID system. An Applications Processor 101 communicates over a Local Area 
Network (LAN, 102), which could be wired or wireless, to a plurality of 
Interrogators (103, 104). The Interrogators may then each communicate with one or 
more of the Tags (105, 107). For example, the Interrogator 103 receives an 
information signal, typically from an Applications Processor 101. The Interrogator 
1 03 takes this information signal and Processor 200 properly formats a Downlink 
message (Information Signal 200a> to be sent to the Tag. With joint reference to 
FIGS. 1 and 2, Radio Signal Source 201 synthesizes a radio signal the Modulator 
202 modulates this Information Signal 200a onto the radio signal, and die 
Transmitter 203 sends this mod u la t ed signal via Antenna 204, illustratively using 
amplitude modulatio n, to a Tag. The reason amplitude modulation is a common 
choice is that the Tag can demodulate such a signal with a single, inexpensive 
nonlinear device (such as a diode). 

In the Tag 105 (sec FIG. 3). the Antenna 301 (frequently a loop cr patch 
antenna) receives the modulated signal. This signal is demodulated, directly to 
baseband, using the Detector/Modulator 302, which, illustratively, could be a single 
Schottky diode. The result of the diode detector is essentially a demodulation of the 
incoming signal directly to baseband. The Information Signal 200a is then 
amplified, by Amplifier 303, and synchronization recovered in Clock Recovery 
C5rcuit304. The Clock Recovery Circuit 304 can be enhanced by having the 
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Interrogator send the amplitude modulated signal using Manchester encoding. The 
resulting information is sent to a Processor 305. The Processor 305 is typically an 
inexpensive 4 or 8 bit microprocessor, the Clock Recovery Circuits 304 can be 
implemented in an ASIC (Application Specific Integrated Circuit) which works 
5 together with or is incorporated within die integrated circuit containing Processor 
305. This Processor 305 can also serve as the driver for an optional Display Unit 
309 should this Tag require a display. The Processor 305 generates an Information 
Signal 306 to be sent from the Tag 105 back to the Interrogator (e.g., 103). This 
Information Signal 306 is sent to a Modulator Control Circuit 307, which uses the 

0 Information Signal 306 to modulate a subcarrier frequency generated by the 
Frequency Source 308. The Frequency Source 308 could be a crystal oscillator 
separate from the Processor 305 , or a signal derived from the output of a crystal 
oscillator, or it could be a frequency source derived from signals present inside the 
Processor 305 - such as a multiple of the fundamental clock frequency of the 

5 Processor. The Modulated Subcarrier Signal 311 is used by Detector/Modulator 302 
to modulate the m odulat e d signal received from Tag 105 to produce a modulated 
backscatter (Le., reflected signal). This is accomplished by switching on and of? the 
Schottky diode using die Modulated Subcarrier Signal 311, thereby changing the 
re flect a n ce of Antenna 301. A Battery 3 10 or other power supply provides power to 

> the circuitry of Tag 105. 

There are a variety of techniques for using Modulated Backscatter 
(MBS) to send information from the Tag to the Interrogator. In some MBS 
technologies, die Modulator Circuit 307 of the Tag generates a modulated signal* 
which is amplitude modulated by an Information Signal 306 at frequency f 3 . If the 
S Radio Signal Source 201 generates an unmodulated frequency f x , then the 

Interrogator reed ves signals inside of the range (f i - f 2 ) to (f i + f 2 X and generally ^ 
fillers out signals outside of that range. This could be termed the "MBS at baseband" 3 
approach. Another approach would be for the Tag to generate two different 
subcarrier frequencies. The information could be conveyed in a frequency-shift 

> keyed (FSK) fashion with the subcarrier frequency transitioning between these two 
frequencies. Other modulation schemes are possible as well, such as Phase Shift 
Keying (PSK) of a single subcarrier frequency (e.g.. BPS It QPSK) or other complex 
modulation schemes (e.g., MFSX, MASK* etc.). 

Returning to FIG. 2, the Interrogator 103 receives the reflected and 

1 modulated signal with the Receive Antenna 206, amplifies the signal with a Low 
Noise Amplifier 207, and demodulates the signal using homodyne detection in a 
Quadrature Mixer 208. (In some Interrogator designs, a single Transmit (204) and 
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Receive (206) Antenna is used. In this event, an electronic method of canceling the 
transmitted signal from that received by the receiver chain is needed; this could be 
accomplished by a device such as a Circulator.) Using the same Radio Signal 
Source 201 as used in the transmit chain means the demodulation to baseband is 
done using Homodyne detection; this has advantages in that it greatly reduces phase 
noise in the receiver circuits. The Mixer 208 then sends the Demodulated Signal 209 
Gf a Quadrature Mixer, it would send both I On phase) and Q (quadrature) signals) to 
theFUter/AmpliflerHO. The resulting filtered signal - which In this invention Is an 
Information Signal 211 carried on a subcarrier - it then demodulated from the 
subcarrier in the Subcarrier Demodulator 2 12. -which then sends the Information 
Signal 213 to a Processor 200 to determine the conteni of the message. The 1 and Q 
channels of Signal 209 can be combined in the Filter/Amplifier 210. or in the 
Subcarrier Demodulator 212. or they could be combined to the Processor 200. 

Using, eg., the above techniques, a short-range, bi-directional digital 
radio communications channel is implemented. A relatively inexpensive 
implementation is achieved using, as exemplary components, a Schottky diode, an 
amplifier to boost the signal strength, bit and frame synchronization circuits, an 
inexpensive 4 or 8 bit microprocessor, subcarrier generation circuits, and a battery. 
Most of these items are already manufactured in quantities of millions far other 
applications, and thus ate not overly expensive. The circuits mentioned above for bit 
and frame synchromzation and for subcarrier generation can be implemented in 
custom logic sumxinding the microprocessor core; thus, except for a relatively small 
amount of chip real estate, these functions come almost "for fixe." 



Narrowband Operation 

Using the above procedures, a two-way digital radio communications 
channel can be constructed. We desire to extend the range of this two-way digital 
radio conomuiueadons channel as much as possible. This involves both extending 
the range of the Downlink and also extending the range of the Uplink. 

Extending the range of the Downlink involves several factors. The 
Downlink is generally an amplitude modulated signal, which is easily and 
inexpensively detected by a single nonlinear device, such as a microwave diode. It is 
important to match the impedances between the antenna and die diode to avoid 
gratuitous signal attenuation. The data rate of the Downlink must be limited in order 
to reduce the noise bandwidth of the Downlink signal. We now discuss how the Tag 
can filter out unwanted signals without increased cost The Antenna (301) not only 
performs the tasks of receiving the RF signal, but it also filters RF signals outside of 
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the antenna bandwidth. For example, at 2.45 GHz, allowable RF carrier frequencies 
are from 2.400 - 2.485 GHz, The design of the antenna, frequently a patch antenna, 
covers this frequency band but filters out frequencies beyond thia range. An ideal 
frequency response would be for the antenna sensitivity to be within 3 dB across the 
5 allowable frequency range, but to fall off rapidly beyond this range. In add ition, the 
Amplifier (303) also acts as a filter in the sense that the Amplifier is designed to only 
pass Amplitude Modulated (AM) signals that are within a certain passhand around 
the expected Downlink data rate, whkh is typically a few kilobits per second. 
Therefore, although the Tag is relatively simple, it has filtering capability to filter out 
0 both RF signals whose frequency is outside the Antenna bandwidth, and also to filter 
out AM signals whose frequency is outside of the Amplifier passhand. This Tag 
design is also not greatly sensitive to RF transmissions, inside the band of the 
antenna, whose modulation scheme is primarily constant envelope. Thus, this design 
allows a robust Tag which is resistant to many potential interfering signals. 
5 Extending the range of the Uplink also involves several factors. First, 

the noise bandwidth of the Uplink signal must be reduced as much as possible. A 
number of useful applications can be implemented even if the data rate of the UpHnk^j 
signal is limited to a few bits per second. Indeed, this limitation of the data rate can 
be taken to the extreme in which there is no data modulated onto the sin g l e 
> subcarrier frequency; in this case, the mere presence or absence of a signal received 
at this subcarrier frequency indicates an "acknowledgment" or "no acknowledgment" 
to a previously received message.Jwe further note that the subcarrier frequency can 
be relatively accurately determined For example, commercially available crystals 
exist with a frequency of 32kHz, and an accuracy of ± 100 ppm. Thus, the frequency 
S of this crystal is kaown to ± 3,2 Hz. The Tag thus generates a snbearrier frequency, 
fi» erf great accuracy* The Interrogator receives the reflected signal, and demodulates 
it as dis cus s ed above using Homodync detectkm^The Fiher Amplifier (210) and 
Subcarrier Demodulator (213) function could then be implemented, together, inside 
a processor such as a DSP. Narrowband filtering algorithms exist in die literature 
) which can p e rf orm digital filtering of the signal with a bandwidth of less than 10 Hz. 
and where the first sidelobes are depressed 60 dB. Then, the signal strength of the 
signal received through this digital filter is measured, and that strength is compared 
to a reference signal strength which is sufficiently above the average noise in that 
channel when no signal is present such that spurious noise spikes are not 
( misinterpreted as actual signals^nStb manner, very weak Uplink signals can be 
reliably detected. It has been found that, using these techniques, roughly equivalent 
range in the Downlink and the Uplink can be achieved. 
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Wc now discuss the location of the subcarrier frequency f,. MBS 
systems exhibit noise in the Uplink signals due to reflections of the RF source from 
any number of reflectors. Walls and metal objects reflect RF radiation; these 
reflected signals are received by the Interrogator 103 at the same carrier frequency as 

5 they were transmitted. The Quadrature Mixer 208 is operated as a Homodyne 
Detector and thus is used to cancel these reflections. However, other reflectors 
generate reflected noise at frequencies away from the main carrier frequency - either 
from Doppler shifts or, more likely, from reflections off of electronic equipment 
operating at frequencies near the Subcanier Rnequencyf^aTpartknikriy difficult 

0 source of noise is fluorescent lights, which have been shown to produce noise not 
only at their fundamental 60 Hz (in the United States) frequency, but also at overtone 
frequencies well up into the tens of thousands of Hertz. It has been found especially 
helpful to locate the subcanier frequency f, such that it falls between multiples of 
the fundamental 60 Hz frequency. From the 32 kHz crystal, simple circuits can 

3 generate the appropriate subcanier frequency. 

MadtipJ^Modeaperatibn 

The basic features of multiple mode operation are that a) the Tag must 
be capable of receiving a Downlink message; b) the Tag must be told what type of 
Uplink message it is to transmit, whether it be an actual dam message (higher bit rate 

0 mode) or a simple acknowledgment message (long range mode), based upon 
information received in the Downlink message; c) the Tag transmits the requested 
type of Uplink message; and d) the Interrogator interprets the Uplink message 
received In a proper manner. Several different types of acknowledgment messages 
in the long range mode can exist. Generally, an acknowledgment message has a data 

5 rate which is much less than the data rate of an actual data message (the higher bit 
rate mode), thus allowing filtering over a much smaller frequency band, and thus 
allowing greater range than the higher bit rate mode since the noise bandwidth of the 
received signal is lessened due to the narrowband filtering. Thus, an 
acknowledgment message could consist of a low bit rate data message, or it could 

> consist of a single bit of information. As discussed above, to send a single bit of 
information, the Tag could generate an unmodulated subcanier frequency which 
could be modulated onto the incident signal, using modulated backscatter. The 
Interrogator would then receive a reflected signal with a single frequency tone. 
Narrowband filtering techniques could then be used to reduce the noise bandwidth 

5 and determine the presence or absence of this signal 
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The Tag 10S detects and assembles the bits of information sent from the 
Interrogator 103 into a complete Downlink message. Typically, a pattern of 
synchronization bits is transmitted at the beginning of the Downlink message; these 
bits allow the Tag to acquire bit and message synchronization; enabling the Tag to 

5 determine the beginning and the end of the Downlink message. The Downlink 
message contents would include an Address, a Command, optionally include Data, 
and also include Error Detect The Command or Data portion of the Downlink 
message could indicate that the Tag 105 should return a Message to the Interrogator; 
for example, the Tag could return stored data, such as the Tag ID, or other 

} application- specific data. Another type of Downlink message could indicate that the 
Tag should send back only a single-bit acknowledgment message. 

Thus, the Processor 305 of the Tag 105 determines, in response to 
information in the Downlink message, what type of Uplink signal to t ransm it: a data 
message or a simple acknowledgment message. There are several ways that the Tag 

5 105 may transmit cither a data message or a simple acknowledgment message so that 
the Interrogator 103 can, relatively easily, receive and distinguish between these two 
different types of messages. Referring to FIG. 3, in the event that the Tag 105 is to 
send a multi-bit information signal, Processor 305 sends the Information signal to 
the Modulator Control 307, which modulates the signal from Subcanier Frequency 

) Source 308, 

In Tag 105, Processor 305 sends the Information Signal over the 
Information Signal Lead 306 shown in FIG. 3. In tte event that Processor 305 of 
Tag 105 is to send a w angle tone" message consisting of a single information bit, the 
Information Signal Lead 306 is maintained at a first logic state to indicate that no 

! information message is to be sent. Thus, an unmodulated subcanier frequency 
signal is outputtcd by Modulator Control 307. In the event that Processor 305 
determines that a multi-bit message is lobe sent, the Information Signal Lead 306 
conveys the multi-bit message to Modulator Control 307. This multi-bit message 
(information signal) is then used to modulate the subcanier frequency using one of 

► several possible modulation techniques, such as amplitude, phase, frequency, or code 
modulation. 

The Interrogator 103 (FIG. 2) demodulates the subcanier signal from 
the received RF signal, and then applies filtering. Given the specifics of the 
subcanier frequency, a suitable filtering amplifier is utilized. Subcanier 
' Demodulator 212 then demodulates the subcanier signal. The Processor 200 then 
performs the digital signal processing necessary to decode the information. In some 
implementations of this invention, the Processor may be a Digital Signal Processor 
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(DSP); in others, a conventional Microprocessor could be used To recover a "single 
tone" acknowledge signal from Tag 105, consisting of a single subcanier tone, the 
filtering amplifier would be a narrowband filter. While conventional filter 
technologies could be used, ii may be most effective to utilize the DSP mentioned 
5 above as a narrowband filler. The subcarrier frequency of this single tone is well 
known; as the Tag 1 05 would typically use an inexpensive crystal as the frequency 
source. Even with the limited accuracy of that crystal, the subcarrier frequency 
could be known to an accuracy of a few Hera. Thus, very narrowband filters could 
be used. Since the acknowledge signal response fiom Tag 105 is used to extend the 

0 range of the RFID system and consequently would likely be a veiy faint signal, it 
places an ad ditional burden on the narrowband filter of filtering amplifier 210. 

Another way that the DSP mentioned above could be used is to 
dynamically search for the frequency components of the Uplink signal. This could 
be accomplished by performing a Fourier Transform on the incoming data stream, 

$ perhaps using a DSP, or using Processor 200 of FIG. 2. In this manner, the multiple 
signals representing a modulated subcanier signal could be differentiated; or, a 
single subcarrier signal of uncertain data rate could be recovered by using the 
Fburier Transform to search for multiple signals. 

Thus, we have shown how a modulated backscatter communication 

) system can operate in two modes - one in which the backseattered signal is 
modulated to provide a high data rate Uplink communication channel, and one in 
which the ba ckscatten ed channel is modulated with a low data rate signal, perhaps a 
single tone , to provide an Uplink acknowledgment signal that can be detected at 
great distances. 

f We now use and extend the above discussion so that several Modes of 

operation are present, where the different Modes are characterized by different 
uplink data rates. The first Mode to be discussed here is the "Interrogation Mode." 
The Interrogation Mode begins with the Interrogator transmitting an Interrogation 
Signal to the Tag. The Tag receives this Interrogation Signal* decodes it* and 

1 determines what actions to take based upon the decoded Interrogation Signal. In a 
"standard" Interrogation, the Tag would be requested to transmit a particular set of 
data (called hoe the Mandatory Data) back to the Interrogator, using the MBS 
technique discussed above. Each Tag in the reading field of the Interrogator that 
receives the "standard* Interrogation responds with its Mandatory Data, using a 

' V*ouxo\ discussed below. The Interrogator also transmits, as pan of the "standard" 
Interrogation Signal, data intended for each and all Tags. Examples of such data 
include time of day, framing and other synchronization information, etc. 



^S3¥l0-293825 



(28) 



Beyond Che "standanT Interrogation, other types of Interrogations are 
possible as well For example, the Interrogator, after identifying a specific Tag using 
the Interrogation Mode, could transmit additional data to that Tag to be stared in the 
Tag's memory. The Interrogator could also request the Tag transmit other data, 
5 stored in the Tag's memory, hack to the Interrogator These additional data 
communications could be performed at the same data rate used in the "standard" 
Interrogation. Thus* the Interrogation Mode is used to: transmit commands and data 
to each and every Tag, identify a specific Tag in the reading field, and also used to 
communicate in a bi-directional manner with that specific Tag. In the Interrogation 
D Mode, the data rate required in the Downlink is typically not large, since the 

Interrogation Signal only must contain enough bits to request all Tags in the reading 
field to respond. Even when significant amounts of Downlink dau are transmitted, 
in many applications this process does not take place frequently and the Downlink 
data rate is not critical. In the Uplink, the dam rate is typically much larger than the 
5 Downlink data rate, as the Mandatory Data must frequently be transmitted in the 
Uplink in a time critical manner. Therefore, in the Interrogation Mode, we have an 
asymmetry in required data rates in the sense that the Downlink data rate is smaller 
than the Uplink data rate. 

For the second, or Location Mode, the Interrogator transmits an 
3 Interrogation Signal to the Tag containing the address of a specific Tag to which this 
Interrogation Request is directed- In this Mode, the Tag is not requested to respond 
with the Mandatory Datt discussed a^ Instead, at least in some embodiments, 
the requested response is a simple acknowledgment. Cue embodiment of a simple 
acknowledgment is a constant-tone signal. Using the narrowband techniques 
{ discussed above, a constant- tone signal can be received by the Interrogator at a range 
far beyond the range of the Interrogation Mode. Therefore, in the Location Mode, 
we have an asymmetric communications path which has greater data rate in the 
Downlink than in die Uplink. 

We now discuss methods to determine the location of a specific Tag 
) (105). Let us assume that the system currently has no information as to the location 
of this Tag. Then, an Interrogation Signal is transmitted by all Interrogators, and all 
Interrogators listen for a response. In one embodiment, each Interrogator can 
determine the signal strength of the received signal (if any), and those signal 
strengths can be reported to a central control element The determination of location, 
i based upon this data, can be done in several ways. The most obvious way is for the 
control element to determine which Interrogator received the strongest signal 
strength. Then, the location of the Tag is equal to die location of that Interrogator, to 
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an accuracy of the effective range of that Interrogator. A more complex method 
could be Implemented if more than one Interrogator received a return signal. Then, 
given a knowledge of the spatial position of each Interrogator, a refinement on the 
above positioning could be achieved For example, if two Interrogators received a 
5 return signal, of equal signal strengths, then the Tag's position could be estimated at 
half way between those two Interrogations. If three Intenogaton received a return 
signal, then a "triangulation" coald be performed, ft should be apparent that these 
methods will perform better if there >re line-of -sight paths between the Interrogators 
and die Tag; if the RF communications paths tely on reflections, distorted location 
) results couM be (jbtamed.However.it is likely tn^ 

accuracy of the effective range of an Interrogator. Based upon which Interrogator 
receives the simple acknowledgment, a Location capability can be implemented. 

For the third, or Messaging Mode, the Interrogation Signal not only 
comains the address of a Tag or Tags, but it also may contain data intended for that 
i Tag or Tags. The Tag or Tags whose address matches the Tag address in the 
Interrogation Signal could be requested to store that data in the Tag's memory, or 
I>erform some other function with that data. There are several possible responses to 
an Interrogation Signal for the Messaging Mode. If the command within the 
Interrogation Signal requests the Tag to simply store data, then an acknowledgment 
to indicate successful receipt of the 

ofuifonnation. A single bit of information could be implemented as a constant tone 
acknowledgment, as mentioned above. Alternatively, the command within the 
mtcrrogation Signal requests the Tag to make a decision, or to transmit other da» 
back to die Interrogator, then the response would be a message consisting of more 
than a few bits of information. Therefore, in the Messaging Mode, we again have an 
asymmetric communications path which has greater data rate in the Downlink than 
In the Uplink. 

We observe that the data-rate asymmetry found in the Location and 
Messaging Modes is similar to the data-rate asymmetry found in a two-way paging 
system. Paging transmitters (comparable to the Interrogators discussed here) have 
much greater transmit power than is available in a two-way paging device wore by 
an individual (the paging device is comparable to the Tags discussed here). 
Therefore, data rates in two-way paging systems are frequently asymmetric, with 
greater Downlink data rate than Uplink data rate. The Location and Messaging 
Modes of the in-building MBS system disclosed here are similar to a two-way 
paging system, both in technical characteristics and in applications that are 
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It is also possible for a transac tion that began in one of the a bove Modes 
to transition into another Mode of operation. The following is an illustration of the 
capabilities of the system. Let us assume wc wish to communicate with a Tag. A 
Messaging Mode Interrogation Signal is transmitted from the Interrogator to the Tag, 
5 sending data to the Tag. and reques ting the Tag to respond with a simple 

acknowledgment, which is received by the Interrogator. Let us further assume that, 
based upon the simple acknowledgment received by the Interrogator, the Interrogator 
wisbes to request that additional data, perhaps stored in the Tag's memory, be 
transmitted back to the Interrogator. In one embodiment, the Interrogator determines 
0 the signal strength of the simple acknowledgment signal If the signal strength is 
below a certain threshold, then die Uplink data rase is limited to that data rate 
normally used in ihe Uplink for the Messaging Mode. If the signal strength is above 
a certain threshold, then the radio communications path between die Interrogator and 
this Tag can support communications at the data rate normally used in the Uplink for 
5 the Interrogation Mode. If the signal strength is below the threshold, then either dam 
communications can continue, but using the (lower) Uplink data rate of the 
Messaging Mode, or a messaging could be transmitted to the Tag requesting that the 
Tag be brought into close proximity to an Interrogator. How that request is received 
by a human being is described in the above-cited Shober Protocol application. If the 
0 signal strength is above the threshold, then data communications can continue; bat 
using the Interrogation Mode, as discussed above. It should be obvious that, while 
the above example shows how the Uplink communications could take place at either 
one of two possible Uplink data rates, it would be possible to extend the above 
concept to support more than two Uplink data rates. 
5 Wc now discuss how the three Modes of operation discussed above can 

coexist in the same system and be operational at die same time. We begin with die 
rea liz a t i o n that these Modes of operation, based upon the required data rates, support 
dif&rcn t ranges from the Interrogator to the Tag. For example, the Interrogation 
Mode involves significant data transmission over (relatively) short time periods, 
0 such as when an individual walks by an Interrogator. The required data rate is 
further increased, since there can be several individuals in the reading field at one 
time. Thus, a protocol (such as Aloha or Slotted Aloha) is required to allow those 
multiple Tags to respond with their Interrogation data without mutually interfering, 
thus increasing required data rate. Examples of data rare far communication from 
5 the Tag to the Interrogator for the Interrogation Mode range from 30 kbps - 300 
kbps. We also note that, in die absence of other factors, range and data rate trade off 
against each other. 
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In summary, we have two different "asymmetries" in data rates; greater 
Uplink than Downlink data rate for the Interrogation Mode, and greater Downlink 
than Uplink data rate for the Location and Messaging Modes. Thus, the effective 
range for the Interrogation Mode is smaller than that of the Location or Messaging 

5 Modes, because the Uplink data rale requirement is greater in the Interrogation 
Mode. In the "Narrowband Operation" section above, we disclose how to achieve 
significant range extension. In that discussion, a Downlink data rate of a few kilobits 
per second, and an Uplink data rate of a few bits per second, give roughly 
comparable range. This capability corresponds to the requirements of the Location 

) and Messaging Modes discussed above. For the Interrogation Mode, a Downlink 
data rate of a few kilobits per second is also adequate, since relatively few bits of 
data in the Downlink are required, and Uplink data rates are from 50 kbps - 300 
kbps. The Downlink range is the same for all three Modes. The Uplink range for 
the Location and Messaging Modes is roughly the same as the DownHnk range. The 

J Uplink range for the Interrogation Mode is much smaller. 

Here, we disclose how all three of these modes of operation. 
Interrogation, Location, and Messaging, can be implemented in and supported by a 
single, useful, inexpensive end-user device. We call tins device a Personal Pager 
Identifier (PPTD). A block diagram of the PPTD is shown in FIG. 4. 

) PPTD Description 

The Antenna (401) can be a patch or a loop antenna. The patch antenna 
has certain advantages for a PPTD. The patch antenna can be plated onto the 
substrate of the PPID device, and the back of the substrate can be a "ground plane" 
for the patch antenna. This general design wfll create a antenna "pattern" that is 

i preferentially directed "outwards" - ie.. in directions away from the ground plane. 
Because of the relatively small size of the PPID - similar in sire to an employee 
badge - and for radio frequency propagation reasons - it is common for RF signals at 
microwave frequencies to be used. These frequencies, such as 2450 MHz - support 
very small patch antenna designs (roughly 0.5 inch square). 

' Therefore, a PPID device, worn as an employee badge, with the patch 

antenna facing outwards, will optimize radio communications in front of the 
employee. In this way, when the employee moves towards a doorway with an 
Interrogator, the Interrogator can establish radio contact with the PPID as soon as 
possible. As discussed above, the Antenna (401) and Detector Modulator (402) 
designs are important The Amplifier (403) design is also important For the PPID 
to provide the required Downlink range for the Location and Messaging Modes, the 
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Amplifier (403) must be able to boost a very weak demodulated AM signal to 
CMOS levels, operate over a very great dynamic range (because the PPID could be 
either very close to or very far a way from an Interrogator), and draw very little 
current Integrated over time, the Amplifier (403) should draw at most a few 
5 microamps of current 

The Processor (404) can be a conventional 4 or 8 bit microprocessor as 
discussed above. The Processor (404) must have a "sleep- mode, in which the 
current consumption is less than a microamp, and also have an "active" current 
consumption of far under a milHamp. The rale of the Processor (404) is to be the 
» "brain* of the PPID, decoding the Downlink Signals, determining what type of 
Uplink response is required, etc. The Processor (404) could be clocked from a 
separate Crystal (430), or from an oscillator containcxi within the Processor (404). 

Data Storage (420) is also present in the PPED. In one embodiment, the 
Data Storage (420) could be located in the microprocessor, as either v olatile or non- 
3 volatile storage. In an another embodiment, the Data Storage (420) could be located 
in another integrated circuit, such as a EEPROM. The amount of storage supported 
in a PPID c ould range from as little as a few bytes erf storage up to tens of thousands 
of bytes of storage. 

The Subcarrier Modulator (405) functions as disclosed in the above* 
) cited Shobcr-Protocol application, which is hereby incorporated by reference. It is 
capable of modulating an information signal, of varying data rates, onto a Subcarrier 
signal which is generated by a Subcarrier Source (406). The Subcarrier Source (406) 
could be an inexpensive crystal, or it could be a frequency source derived from the 
main Crystal (430) used to clock the Processor (404). 
> To display information transmitted to the PPID using the Interrogation 

Mode or the Messaging Mode, the PPID has a Display (408). To allow the person 
carrying the PPID to respond to messages, Pushbuttons (407) are also present. A 
PHD could have one or more than one Pushbuttons (407). 

We now observe the similarities between the PPID device as shown in 
) FIG. 4 and other devices on the market today. First, consider an inexpensive Tour- 
function" calculator. Such a calculator consists of a power supply, which could be 
either a battery or a solar cell; a processor, typically a 4 or 8 bit microprocessor (or 
ASIC with a microprocessor core); a display, which is typically a glass or plastic 
liquid crystal display; and pushbuttons to allow numerical inputs and functions to be 
i entered. We note that such a four-function calculator is sufficiently inexpensive 
today that in many cases these devices axe given away as presents, souvenirs, etc. 
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Next, consider an inexpensive quartz watch. The watch also has a 
battery, a processor (again, commonly a 4 or 8 bit microprocessor or an ASIC with a 
microprocessor core), a display, and pushbuttons id allow the correct date and time 
to be sec Again, such devices are commonly priced below $10 and are sometimes 
5 given away. 

In summary, we see that inexpensive devices such as a calculator or a 
quam wrist watch already possess many of the elements ofaPPID as shown in FIG. 
4. The additional components, shown in FIG. 4, are relatively inexpensive; the 
Antenna (401) is plated onto a substrate and therefore only costs substrate area, the 

0 Detector Modulator (402) is a single diode that m vcJiime can teprecluuedfe* under 
$0.10, the Amplifier (403) can be realized at a cost of under S0.50. the Subcarrier 
Modulator (403) can be implemented in a few gates costing a few cents, and the 
Subcarrier Source (406) can be an inexpensive crystal costing as little as $0.15 
(depending on the frequency of the crystal). Thus, for a total additional cost of as 

1 little as $0.75, a calculator or a quartz watch could have about the same functionality 
as a PPID. 

We now consider the similarities between a Pager and a PFID. The 
pager already has an antenna (although likely tuned to the wrong frequency), battery, 
processor, display, and pushbuttons. However, Pagers are more expensive than 
' PPIDs because their radio circuitry, to obtain the range required of a Paging system, 
is expensive. A two-way Pager- ie.. a device capable of not only receiving a page 
but also transmitting a response - will be even more expensive. 

Therefore, the invention disclosed here is not based on taking relatively 
expensive technology - like contained within aPager - and making it less 
expensive. This invention is based on starting with inexpensive technology - such 
as mat present in a calculator or watch - and adding other inexpensive elements such 
that the functionality is vastly increased. 

One item to mention is that the FPID may require a larger display than 
that normally available on a calculator or a watch. However, this does not diminish 
the fact that great additional foiKrionality could be added to what is essentially a 
very low-cost device, by using modulated backscattered radio technology. 

PPID Physical Design 

An illustration of a possible PPID design is shown in FIG. 5. The PPID 
has overall dimensions similar to that of an employee identification badge. The 
thickness of the PPID depends on the manufacturing techniques used, the type of 
oower suddIv used. etc. A tvnical thickness with would likely be about 1/16 inch; 
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however the technology of "thin electronics" is rapidly advancing. 

The Display (301) could beat the top of the PPID. Display (501) is 
shown with two lines of display; assuming each line presented 10-20 characters, then 
the total amount of display would be 20-40 characters. This amount of display 

i should be sufficient for most applications. The Employee Photo (502) could be 
placed below the display; under the photo would be an ideal place for the Antenna 
(503), which is plated onto the substrate, to be located To the left of the employee 
Photo (502) could be the Company Logo (504). Below the Employee Photo (502) 
and the Company Logo (504) could be the Employee Name (505). Below the 

I Employee Name (505) could be Pushbuttons (506). The Coil (507) could be located 
beneath die Company Logo (504). 

In an alternate embodiment (FIG, 6) t the Employee Photo (601) 
Company Logo (602) are on top, the Employee Name (603) is below, with the 
Display (604) below the Employee Name (603). The Pushbuttons (605) are at the 

1 bottom. As above, the Antenna (606) could be located immediately behind the 
Employee Photo (601). Above, we discussed the similarity between a four- function 
calculator and a PPED. It would be straightforward, and add relatively little cost, to 
add enough Pushbuttons (605) to the PPDD so that it will function as a four-function 
calculator in addition to functioning as a PPID. 

i Power Management 

An important design parameter for the PPID will be the battery lifetime 
of the PHD. There are several approaches to the problem of battery life. One 
approach is for the PPID to provide for a replaceable Battery (409). In this manner 
the PPID can haw a useful lifetime not limited by battery considerations. The 
disadvantage of having a replaceable Battery (409) is that the PPID may not be water 
resistant; however watch manufacturers have developed techniques to m a d e water 
resistant or waterproof watches even with replaceable batteries. Another approach is 
farthcPPID to have a Solar Cell (410) as a power source. This approach has the 
following limitation: Since PPID operation in low light conditions is just as 
important as in bright light conditions, the Solar CbU (410) would have to be 
complemented by an Energy Storage Device (41 1), which would add cost The 
combination of a Solar Cell (410) and an Energy Storage Device (41 1 ) could be 
more expensive than the cost of a replaceable battery. 

Another approach is for an Energy Storage Device (4 1 1) to be combined 
with a device to re-charge the Energy Storage Device (411); such a device is a Coil 
T41 7\ Fneruv rrrnlrt hr. indiicrivr.lv nrninferi irtri transferred to the Enerav Stnfaee 
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Device (41 1) through the Coil (412) if the PHD were placed in close proximity to a 
recharging device with a similar coil operating at a frequency to which the Coil 
(412) was sensitive. 

Another approach, of course, is for a Battery (409) to be built into the 
5 PPID at manufacture time and the entire device permanently sealed. This has 
advantages since the concerns abbot water damage ate not present 

Despite the above alternatives to the problem of providing energy to the 
PPID, and regardless of which alternative is selected, the PPID must be designed 
with energy conservation in mind. It is for that reason mat concern was discussed 
) above about the electrical cmrcnt draw of the individual components of the PPID. A 
final point to mention is that the PPID would be operated in a fashion where the 
device is not fully functioning at every moment of time. The Processor (404) can 
have the ability to "so to sleep"; Le., to enter a state where active processing is not 
taking place and where the current drain of the processor is quite low. The Processor 
i (404) can also direct the Amplifier (403) to "go to sleep', or to enter a state where 
Downlink signals cannot be processed and the current drain is also low. Finally, the 
Processor (404) could decide, if there is iro dam to be displayed; eg. If the last ' 
message received has been acknowledged, the Processor can halt the operation of the 
Display (408). Of course, the PPID cannot remain asleep indefinitely, as then it will 
fail to receive messages and other communications. 

There are at least two techniques that can be used to determine when the 
PPID should be asleep and when it should be awake. First, the Processor (404) 
could be programmed to wake up at routine intervals (many mtaoprocessors have a 
watchdog timer for such a purpose). This technique is used by Pagers to allow the 
device to sleep most of the time. The critical element in tins technique is the 
determination of the length of time the PPID sleep*. To determine this length of 
time, several factors must be considered. First, the PPID must respond to 
Inaarrogation Mode requests as discussed above. Then, the PPID must be awake 
frequently enough so that, when the PPID enters the reading field of an Interrogator 
operating in the Interrogation Mode, the PPID can detect the Interrogation Mode 
signals and properly respond. For example, given an Interrogation Mode range of 30 
feet, and a walking speed of 3 feet per second, the PPID must he awake at the very 
least every 10 seconds, and more likely every 1-3 seconds, to be assured mat the 
Interrogation Mode signals are not missed. Second, the PPID must have a large 
enough ratio of "total time" divided by "awake time" in order to reduce the current 
drain enough so that the PPID can be powered by a reasonably small battery, such as 
a coin cell. This ratio should ideallv be as much as 10: 1 . Third, the PPID must also 
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oot be asleep when Location Mode or Messaging Mode messages are transmitted. It 
can be assured that the PPID is awake when these messages arrive by designing the 
overall PPID protocol in conjunction with the frequency that the PPID goes asleep. 
An example of such a protocol design is shown below. 
5 The second technique to assure that the PPID is asleep most of the time 

is to add an additional element — an RF Detector (701) - to the PPID (FKL 7). The 
purpose of the RF Detector Is to send a signal to die Processor (404) to awaken it 
whenever the PPID is in the presence of an RF field. If the PPID is not in an RF 
field; e.g., the PPID has been taken out of the building for the evening, then the PPID 
0 would not awaken until the PPID was re- introduced into the building. This would 
clearly lead to considerable savings in current drain. However, this technique has 
drawbacks as welL It would be stnughtforwaid and relatively inexpensive to design 
an RF Detector (70 1) capable of detecting a strong RF field. However, a major 
advantage of the PPID is that it is capable of detecting weak RF signals, such as 
5 those Downlink signals from the Location and/w Messaging modes. A device 
capable of detecting the presence of a weak RF signal would be essentially as 
complex as the combination of the Detector (402) diode and the Amplifier (403 ). 
This is equivalent to saying that the Detector (402) diode and Amplifier (403) are 
always awake, but the Processor (404) is asleep until RF signals are heard. This 
0 technique may not yield appreciable savings beyond what is possible with the 
"regular sleep time" technique outlined above. An additional problem with this 
approach is the following. When the PHD device is brought into a building, since 
the entire building is covered by at least one Interrogator, the PPID would 
continually be in an RF field, and thus continually awake. Tb circumvent this 
5 problem would involve a more complex RF Detector (402), which causes the 

additional problems outlined above. However, for applications in which the PPID is 
in aa RF field only a small percentage of the time, this technique may be preferred. 

Authorization and Security 

There are at least three techniques used for authorization and security in 
> high-security environments. One technique is to check "something you have in your 
possession", such as an employee badge. Another technique is to check "something 
you know", which is typically implemented as a password, PIN, etc. Another 
technique is "something about you", for example a picture, a voiceprint a 
fingerprint, a retinal scan, etc.; this data is sometimes called "biometric data." 
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All three of these techniques can be applied to the use of tbe PPID. The 
PHD (400). itself, is the "something you have in your possession." Since the PPID 
has Pushbuttons (such as 605), it would be possible for the employee to be required 
to enter a PIN into the PPID in order to, for example, authorize initial building entry, 
5 or authorize entry into a particularly high security area, hi an alternate embodiment, 
the employee could use the PPID in the Interrogation Mode to be identified, and then 
tbe employee could be required to type in a PIN on a keyboard, for example, located 
new to the doorway. Thus, the PIN is the "something you know." Finally, the PPBD 
(400) could store the "something about you." With the cost of memory decreasing, it 
0 would be possible to have substantial amounts of Data Storage (420) on the PPID 
(400X far example, 32 kbytes of EEPROM are possible in a single IC. A 
compressed voiceprim or picture or other such data could be stored in less than 8 
kbytes. The PPID (400) would first be identified using the Interrogation Mode 
discussed above; then the Messaging Mode could be used to request die data be 
5 transmitted to the Interrogator. This data could be then compared, using either 
computer techniques or by a human being, with data taken from the employee; for 
example from a video camera, microphone, scanning station, etc. This would 
facilitate an entryway with full security, but without tbe presence of an on-duty 
security person dedicated to this entryway. The security person could be located in a 
3 central security facility and support multiple entryways. 

One additional element of security involves the personal security of the 
employee in possession of the PPID (400). Let us assume that for some reason this 
employee encounters an emergency condition. It would be possible for the 
employee to enter a certain sequence of data in the Pushbuttons (407) that indicate 
J an emergency condition. Depending oo the sequence of data entered, additional data 
concerning the nature of the emergency could also be entered. Upon receipt of the 
next Downlink Signal, regardless of which Mode, the PPID could transmit a 
message c on ta in i n g dam indicating the fact of the emergency and also, optionally, 
the nature of tbe emergency. Thus, the Applications Processor (101) could be 
) alerted, and the proper authorities could be alerted using tbe Communications Link 
(130). 

PPID Operational Capabilities 

We now outline how the PPID (400) could operate. As the employee 
enters the building, an Interrogator (103) monitoring the entrance to the building 
i establishes radio communications with the PPID through the use of the Interrogation 
Mode, and ootionallv transmits data to the PPID such as the time and/or tbe date so 
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that the PPID is time-synchronized with the radio communications system. The 
Interrogator then reports to the Applications Processor (101) the fact that a specific 
PPID was interrogated, and an interrogation time stamp. Other Interrogators 
throughout the building regularly transmit Interrogation Mode Signals; when the 

S PPID is in range and receives such a signal, it transmits an uplink signal containing 
the mandatory data as outlined above. Any other Interrogator (103) that successfully 
communicates with the PPID through die Interrogation Mode communicates this 
fact, along with the interrogation time stamp, back to die Applications Processor 
(101). Therefore, a time history of the location of a specific PPID is built up in a 

D database, called the Location Database (1 10), in the Applications Processor. Since 
the effective range of the Interrogation Mode is less than that of the Location aad 
Messaging Modes, the database history of a specific PPID will not be continuous, in 
the sense that there will be periods of time in winch die PPID is not in range of the 
Interrogation Mode, Therefore, the Interrogation Mode communications have 

5 several results. First, the Interrogation Mode is used to authorize initial entrance to 
the building. Second, the Interrogation Mode could also be used to authorize 
entrance to other doorways in the building, such as secure areas, etc.; die 
Interrogation Mode could also be used to authorize entrance to the employee's office 
door. Third, the use of the Interrogation Mode by Interrogators throughout the 

) building allows a time history, albeit not continuous, of die approximate location of 
a specific PPID. 

Let us assume that the Location of a specific PPID (400) is desired. A 
request for such a location is transmitted to die Applications Processor (101) over a 
Communications Link (130). which could be connected to the LAN. as shown in 

I FIG. 1, or alternately could be connected directly to the Applications Processor 
(101). The Applications Processor (101) first checks the Location Database (1 10) to 
determine whether the location of the PPID (400) was recently obtained. If no recent 
determination of location was made, then the Applications Processor (101) 
determines that the location of this PPID is unknown, and a Location Mode Signal is 

I transmitted by all Interrogators, requesting the PPID to respond. If the location of 
the PPID was rtcendy determined, then in one embodiment only Interrogators (103) 
in the vicinity of this previously determined position could transmit a Location 
Mode Signal addressed to this specific PPID (400). Then, the Interrogators (103) 
transmit to the Applications Processor (101) the results of the Location Mode Signal; 

' whether a response signal was detected, and if so, the signal strength of that signal 
The Applications Processor (101) can then determine tte approximate location of the 

PPTD and nrtarn that information fo rhr. vmnrMrr ovrsr thr. Cnmmiimr.arirwis I ink 
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Let us assume that a message is desired to be transmitted to a PPID 
(400). The Applications Processor (101) receives such a request over the 
Communications Link (130X and stores the message to be transmitted to the 
5 appropriate PPID in the Messaging Database (120). The Applications Processor then 
checks the Location Database (1 10) to determine whether the location of the PPID 
(400) was recently obtained. If no recent determination of location was made, then 
the Applications Processor (101) determines that the location of this PPID is 
unknown, and a Messaging Mode Signal is transmitted by all Interrogator! If the 
) location of the PPID (400) was recently detomined, then in one embodiment only 
Interrogators (103) in the vicinity of this previously determined position could 
transmit a Messaging Mode Signal addressed to this specific PPID (400). The PPID 
(400) receives the Messaging Mode Signal, and responds with an acknowledgment 
message, using MBS, to the Interrogator. Thus, the "session" in this example 
» consists only of the Downlink Messaging Mode Signal and the Uplink 

acknowledgment message. The Interrogator that receives the acknowledgment 
message reports this to the Application Processor (101), which marks this message 
in the Messaging Database (120) as having been delivered. 

Let us assume that data is desired to be received from a specific PPID 
» (400). The Applications Processor (101) receives such a requeit over the 
Communications Link (130). and stores the request in the Messaging Database 
(120). The Applicadons Processor then checks the Location Database (110) to 
determine whether the location of the PPID (400) was recently obtained. If no recent 
detennination of location was made, then the Applications Processor (101) 
i oetemines that the location of this PPID is unknown, and a Messaging Mode Signal 
is transmitted by all Interrogators. If the location of the PPID (400) was recently 
determined, then in one embodiment only Interrogators (103) In the vicinity of mis 
previously determined position could transmit a Messaging Mode Signal addressed 
to this specific PPID (400). The PPID (400) receives the Messaging Mode Signal, 
I and responds with an acknowledgment message, which acknowledges receipt of the 
Messaging Mode Signal This transaction establishes the "session". The 
Interrogator (103) measures the signal strength of the acknowledgment message, and 
based on this signal strength, determines what Uplink data rate can be supported to 
this Tag. Communications could be supported at a low data rate (for optimum 
range), or at a high data rate (for optimum data rate), depending on Uplink signal 
strength. The Interrogator (103) transmits another Messaging Mode Signal to the 

PPTD fSHYl in«rnrri„a thr. PPID urhirh ITnlinlr Har. ~i* to „«* {„ t^nsminW the 
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required data. After this data is transmitted, this marks the end of the "session". 
After the required data has been received by the Interrogator ( 103), the Interrogator 
transmits the data to the Application Processor (101), which then transmits the data 
over the Communications Link (130). In an alternative embodiment, the 
5 Applications Processor (101) stores the data m die Messaging Database (120) in the 
event the data is required later or in the event that the transmission over the 
Communications Link (130) fails. 

Let us assume that data is desired to be transmitted to, and also received 
from, a specific PPID (400). Given the above discussion, h should be clear how both 
) of these functions could be incorporated into the same "session" between an 
Interrogator and a Tag. 

Based on the Messaging Mode capability, the PPID (400) could be 
transmitted data, not for storage in the Data Storage (420) module, but for display on 
the Display (408). For example, the Application Processor (101) could be requested, 
J through communications over the Communications Link (130), to transmit a 
message to a particular PPID (400) that the employee has received an urgent 
telephone call or an urgent electronic mall message. Notification of die receipt of 
such a call or electronic mail message could be displayed on the Display (408). It 
may be helpful for the PPID (400) to alert the employee that a new message is being 
> displayed on the Display (408). The PPID (400) could have an Alert Device (413) 
built in, which could be a buzzer (or other such sound maker) or vibrator 

An extension of the above Messaging Mode scenario involves sending a 
message to a specific PPID (400), having that message displayed on the Display 
(408), and requesting the employee to enter an acknowledgment into the PPID (400) 
i indicating that the employee saw the message. The acknowledgment could, eg., be 
entered by pressing a specific Pushbutton or Pushbuttons (407). This would allow 
the Applications Processor (101) to be certain that a critical message was received. 

In a high security environment, »^Ho* fl j precautions can be taken. 
One technique is as follows. The Interrogation Mode is used to identify the PPID 
' whose employee is requesting access to a specific entryway. As discussed above, the 
Messaging Mode is then used to request that data be transmitted back to the 
Interrogator. If the required data is a PEN, then the employee must enter the PIN into 
the PPID's (400) Pushbuttons (407); this PIN is then transmitted back to the 
Interrogator. If security of the PIN is an issue, that communication could easily be 
encrypted. In the event that "something about you" was stored in the Data Storage 
(420) of the PPID (400), the Messaging Mode could be used to request that data be 
transmitted from the PPID to the Interrogator HOB), and then transmitted to the 
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Applications Processor (101). 

There are times in which the employee will not want to be located. The 
PPID (400) could be Instructed, perhaps by the employee entering specific data into 
the Pushbuttons (407), to only respond to certain erf the Modes of operation, or 
S ahernatdy to not respite any of u^ 

employee could use the PPID (400) to gain access to the building, bat then disable 
the PPID (400) in this manner. 

In a security environment, however, employees surrender some elements 
of personal privacy. If the employee disables the PPID (400), then the employee 
> forfeits the ability to enter other controlled access entryways. Further, let us assume 
that we wish to monitor an entryway to assure ourselves that a person does not move 
past that spot without a valid PPID (400) being read. It is possible to incorporate a 
motion detection system to the RFID system discussed here. In addition, it is 
possible to incorporate motion detection capability into the Interrogator (103) 
described here, with the addition of a Motion Detector (220), which detects Doppler 
shifted signals in the audio frequency range. Therefore, an Interrogator (103) could 
be configured to return an alarm to the Applications Processor (101) in the event that 
motion was detected but no PPID (400) was read. 

Finally, in some very high security applications, it may be required lor 
the Applications Processor (101) to "override" the ability of the employee to disable 
the PPID (400). For example, assume the three Modes of operation have two 
command types; "System" level commands and "User" lewl commands. This is 
similar to certain commands on a computer system requiring different levels of 
authorization. The disabling of the PPID (400) by use of the Pushbuttons (407) 
would not deactivate the PPID fully; but rather, could set the PPID in a mode where 
it only responded to "System" level commands and not to "User" level commands. 
This distinction could be very helpful in a building environment in which certain 
parts of the building were at a much higher level of security than others; the "User" 
level commands could be used in areas of lower level of security, and the "System" 
level commands could be used in areas of high level of security. 

Among the methods of powering the PPID discussed above, two 
methods were an Energy Storage Device (411) and a Coil (412). These methods 
could be used together as follows. Assume that a Docking Station (800, FIG. 8) was 
developed. The PPID (400) would be placed on top of the Docking Station (800) 
when the Energy Storage Device (41 1) required charging. The Coil (412) of the 
PPID (400) would be oriented so that it was directly on top of a similar Coil (801) in 
the Doclrina Station f800). Thus, the Enerev Storaee Device (411) could be re- 
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charged Another helpful use of the Coil (412) would be to power the PPID (400) i 
the event that the Energy Storage Device (41 1). the Battery (409). or whatever 
method of powering was used failed to operate. This would allow the data in the 
PPID (400) to be recovered even in the event of such failure. 

What has been described is merely illustrative of the application of the 
principles of the present invention. Other arrangements and methods can be 
implemented by those skilled in the art without departing fimn the spirit and scope 
of the present invention. 



^Kl 1 ? 10-293825 



(43) 



COMJWCATIOMS LINK j 0 2 -> 
130^ / 



'1 



101 



1 



application 
processor 









messaging 
[database 




LOCATION 
DATABASE 



FIG. 1 

103 




r 



301 



102 



1 



RADIO 
SIGNAL 
SOURCE 



LAN 



2,! 
! m ^ 

~! — 1 PROCESSOR | 



213 



SUBCARRIER 
0EH0OULATQR 

212-^ 



FIG. 2 



X 



103 



211 



202 



2 



213' 



MODULATOR 



71 



I 



TRANSMITTER 



INFORMATION 
SIGNAL 



210 -j 203 m 

i 



FILTER 
AMPLIFIER 



314 
flF 
SOflCE 



MIXER 



220 



1 



207- 




L0V 
WISE 



TRANSMITTER 
ANTENNA 



204 



RECEIVE 
ANTENNA 

— I ?n 



206 



?#Ba¥ 10-293825 



(44) 



FI6. 3 




SOLAR 
CELL 


410 


EKRGY 
STORAGE 


411 1 
-O J 




DEVICE 





412 

COIL SU8CARRIB1 
SOURCE 
406 



ANTENNA 
401 



BCE /T\ 



405 



5 



402 



DETECTOR 
MODULATOR 



1 



403 



-~ AMPLIFIER 



SUBCAHRIER 

MODULATOR 

PROCESSOR 
(o) (o).-^) DISPLAY 



CRYSTAL 
430 



408 



420 





DATA 




STORAGE 



ALERT 
DEVICE 



(45) 



COIL 
507 



504 



FIG. 5 



DISPLAY SOI 



COMPANY 
LOGO 



EMPLOYEE 
PHOTO 



ANTENNA 



EMPLOYEE NWC 
SOS 



PJ3 P 

— * * 



506 
PUSHBUTTONS 



602- 



PUSHBUTTONS 
EOS 



FIG. 6 



COMPANY 
LOGO 






EMPLOYEE 
PHOTO 






ANTENNA 










1 


EMPLOYEE NAME 
Sill 


1 


OISPLAY 





□ □□□ 

□ □□□ 
□ □□ 

□ □ □□ 



(46) 
in 



400 



FIG. 7 



r~" 



ANTENNA 
401 

t 



PPID 



1 



701 



404 



1 



PROCESSOR 



402 



RF 




DETECTOR 


DETECTOR 




MODULATOR 



FIG. B 



ppio 

400 




WIRES TO 
PtMER 
SOtflCE 
802 



BOO 



1 Abstract 



«Ba 3 Pl0-2938Z5 



(47) 

In accordance with the present invention, a radio personal 
communications device is disclosed, which is capable to receiving modulated radio 
signals, and capable of transmitting modulated radio signals using modulated 
backscatter technology. This device can operate in an Interrogation Mode, in which 
a set of mandatory data is transmitted from the device; in a Location Mode, in which 
the approximate location of the device can be dettsmined, and in a Messaging Mode, 
in which data can be transmitted to and received &om the device. The device is 
capable of transmitting information, using modulated backscatter, at more than one 
datarate. The device contains a display to display some or all of the data transmitted 
to the device. Alternate embodiments of the invention allow the device to also 
support pushbuttons to allow data to be input to the device. Alternate embodiments 
support a variety of powering mech anis m s for the device, including batteries, charge 
storage devices, solar cells, a coil or c^ energy transier device, etc. A recharging 
station is also disclosed in the event the power supply of the device requires 
recharging. 
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1 0-bb<tt*y*attH»2 1 2rtTtt£3*l*j6\ 

CKZDdite, U-— +i U— ? — <D«fc-3& 
[0 0 2 1 ] ±OttHf<H&fflt»T. 'MBH. JR^rftOT* 

CO 0 2 2] DH»tt8b^ 



(5) 

8 

[0 0 2 3] « 

7>x^-3 0 l36»6**»*ffl«pa^o 

©»*/t> Ktt&tt&-r&tt£fMIK-r* 

[0 0 2 4] ^3(3. ^^©7>^y-3 0 1 «. 7>7- 
y-/t> KiO*ORFj|«7^)W U >^LTB§K «fc 
•5C»V>*Ct**T*S (RFfifCOStOttt) . m 
2. 4 5GH.ftt, flFSRFflt&A&fttt. 
20 2. 4 0 0-2. 4 8 5GHzT$5, ^7f7>rt 
3?©7>7 i y-©t8!fHi, £©ra»S:A>K£#A*— 

3dBO|BI©7>ftia-!?, C0ffiH£]B*.«&-&fl| 
-5 *>©#«£(,>,, 7>7"3 0 3 147 y XteJW 

&y<7>u >9=f—9men (Asiwfctt, »kbps~ 

S+k bps) ©^S2©$fr£©AXA> K©p B i©m-ff © 
*ffliaT*«fc5ta9!it$nT^-5t^5^i-C. 7>f;i>^ 

tbTtaiiB-r*. ±ai©^^K«-tt, £psx*-a7>« 

so iC-SffllV^D-^S, 7>"r:J-©^&&A> 

&ft&<D&?>mi£te?7'&-5jmiz-rz>. 

[0 0 2 5] Ty7">J>7(D&mZW;m-tZZ.£ 
«, jfcJA»©Hf*tf3. SBKC. 7-y^'J>/7ffl^o 
«tA>KItt, "ifll^EOx-^iSS^jK-r-SCli: 
KJ:0t«6-rit*«T**. feb777'J >7im<D^ 
-^iSSSr^b p s fCffllAtltf. ^$5^477" 

[0 0 2 6 ] -S-^lRaift^ttJtttWiEfllKttSr**. 
-««K*lr.T. -y-^KiSjqttjkSS 0 8f4tfc«WiEJt 

^&©CM 3 0 8 (ifljftft 3 2kHz T»i»± 1 0 0 p p 
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[0 0 2 7] -mmz&^T, DSP^Pt7lt2 
1 0 a*ffl^5Rra»K£^T*#*7*;U*'J 
£lg3tt, 7^;U7/7>72 1 0 <t-y-7**iS«B|»2 
1 7<D®m£'tTOo Z<Dmm-Cit. ^U±y^2 1 0 a 

o Hz «fcO/j\S wc> KScDffJfco-rV v7;U7-c )i? 
U >y*ffK Hn-7tt. 6 0 dB'v.ijm* 

6ft3. ^{c, ^<D7n-fe- 7 +h2 1 0 aj&**fllLfcflW 

7*7>'J >7i7y7'J >^^43ViT***»»CW^« 

[0 0 2 8] Jfcfc, -9-7je^i!fe*f s<£>&B£S818rf 
*. MB S^f A(itEIOR«Dfi»#*50RFlO 

0 84rfflV>-S. f£#C0K3*#©«Stt, Ky77->'7 
h <fMM-**JMMfrKJ:Dje;i*) Xtt*y»a»tt 

it7JB^i^St f sftt£*tt 6 0 H z (DJi&SSc 
SttTt^*. —t&WZT. 3 2 kHz <0*a^lgSg^Cl 

C0 0 2 9] »%-PK# 
fiST&S. -ItTtt, j|l8c0x-77«;/-tr-:7 <W. 

[0 0 3 0] JfHtefcdtf;:, tt-x— 7ifcB*— Kte. 



(6) 

<fc{'<fcO, BBoty-fe— y^BOr- 77-y-fe— : 7«k 

7'J>7©77'J7-: >3>&*imiZU Z\<DZ.tlZ£ 
[0 0 3 1] MifiOi^fc. 1 fcfy Ntf>tit$B£j§.5fc 

[0 0 3 2] mmzAZt. 771 0 5«77>U >7 
/yt-yiLTSfflg 1 0 3*>sa6ftfcflHBtry h> 

y# tr y h x# 7 v -t - -7 nffl *wm* * c t $ mag k 

20 yfe-«7«, 7K1/7, 37>h*. x-7RtXx 
irjE#<0««t*tf. y7>'J77^y-lr- 
-7©n^>KX«x-5'ai5^H. 7^1 0 5^x-7 
^y-t— : 7 (7^1 Dflfic077'jy-->3 7&#f ; -7 
») X\Zn&*yk—, 7 (llfvHB/>t-'^l) 

[0 0 3 3] 7^1 0 5©7n-fe-yiJ-3 0 5 tt, £©i 
S<737-y7'J >^«*tltW»'vtat)*r'<**»«* 

«e>a. 74^1 o 5tfim?—9*y±—i yxammtv*. 
—>*©^r*T*»*atfliL/TKw» i o 3 Tjicne 2 as 

so ©7 5/ -fe-: 7*ft« L KWT ff* J: 5 ICT 

03KR*«t:. — **fc*V»Tl«l«*3 0 
6ti7P-fcy-9-3 0 5^&U-K3 0 6 aS^LTSHI 
§g^JW[HlSS3 0 7^tigm3n-5. 771 0 5(D7*n-fe 
»»3 0 57j«lffif^t-y hfrZfc* rm-#j 7-y-fe- 
U-K3 0 6 aliHi^yt-; 7*21-5 

1 1 *tii*$it-5«fc5tr-r-5. 7*Pt2/-U-3 0 5A^f 
-^>i/t-ySi5*&, U — H 3 0 6 ait&m®ffl 
40 ^0K3 0 7'\ill7 i -7 7->'-fe— 7*il^. :©3lr 
-77yfe-x«^fz. MflXH, {iffi^ig. HKgcS 

n. «F^*«*o«na«*fflu»T-y-^»2&fli^3 o 8 

[0 0 3 4] 0 2 izMO. ftmSl 0 3ttti7y/*'J 
!&Wi¥aB$4-^5i:. «7^;^/7>72 1 0** 

*t-y-^jR2ia[ns2 i 2HtL^ti 

tf«*«^3 0 6 *^s@ (Xttl^^lS) -b-7«Sii<f 
so *(;7nt7lt2 0 OtiWIBif^-3 0 6 * 
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// 

£fT5 = ^Dt7t2 0 OUDS P^UtfeiWSE 
* CO V -f i; □ 7 p -fe y -y- ffl (,> T fc <k lr» . 
[0 0 3 5] i-f^HIItSftli rig-^j *tig* 

±odsp2 i o a.&m&m7 4 )\,?\zm 

5 A^&IS jg t L TSEiB/^TjcS Srffl V i -5 CO 

-3. 7KSiC0»a^^S<Tt), It 788 H 10 

ic-r 3. o 5 accosts* «/-fe-j?jfcgj5<RF i 

D->^T-Aco®iB^5S-r^co{c:ffl^c,n, H^ft^T 
$.-5"Ifiltt«lii5^CO'C. 7 4)\'5>/T>7'2 1 0 COSfe^ 

jO 0 3 6] DSP£ffll,>3Sg8£LT, 7>y yj 

ta^nm&tsu&ft&mmz-y— *?zz\£i}t&z>. z.<d 

Z\titm2(D7'a-tyD-2 0 0^m^T\y : -^m\Z7 

*— tJ-^iSfS#$7- 'J x^LTIal«$1i-T«SC0 

CO 0 3 7] CCOJ^lC. ^IBA'-y 
X^A^2'DC0 ; &-h*»CTl!)^$-&^^S:^L^ o l 
O tt A* y ? X * ^ y 9 m^&ft x- * j£g 7 y > * 

o . i -d v z * y * mmm?— ? mm.r y -f 

•5» 30 

[0 0 3 8] ^-h'COSgg 
5j&->Xt-Aco#^- H»if^ti3 oco-y-- bfXfcJ; 
3£S*15. miCO-9— h'Xte, rftnj +t- f7T* 

8§^ rgHfctfJ-r— * (mandatory) j d £ 

*^xn«(i. r«tp6«j^j gp^-y--t:xco- 

SBiLT, ^y^tl^n^TCOjtfeti^S^n^x-rS' 
£i£tf-f5. CCOi^^x-^CO^JibTtt. 

[0 0 3 9] r^fp&O^j ^^j@^.f,ftfiC0»F4fcaJflg 
«*JLfc». y-^co^'JKEtfcStl-SMfc-Sx-*^ so 



«fc<^. cifte.oM&Sx-^coilfiKte. rgepag^j 
•5. ft^T. •?-*l J ? ; ft:£T'v<i:av> F&tfx— ^ 

K co^tcO:? W«St5 £ £ £g#-r5 co \z& 
] J>9\Z&VZ>T-?m£it'<TTy7'V>?<D7 i -? 
Vt4*M T*-5M«{C*3^TLtfL«2lfiSn-SCO 
0fe*»J&:D*#v^«tJ:n. BPS. ^9>U>^3*-^ 

[ o o 4 o 3 2 co-y— fx a:, r&g (teBfcjg) j 
cintt^i/cofia^fea^s-r-scof: 

r&Hft^M^j £ttttffi«»Jtfl| 
^|6]*^#^C0^ycOTh*U7S:W-r'5 < , CCO+f— t* 

^T. Sra-y--fcf^C0|gH«:*7j^c:SA^:ieffltCT»ra 
StrioT-S^^^SffT^-S. tot, ^^7>U 

[0 0 4 1] H7.H£ATC0J;o{C#SC0^ 
i^l 0 5CO&gSr^*S„ ffi&^XxA^^ifCO&acO 

feSCtTjt-c-^, LAN1 0 2X«7yjT— >3>^ 

p-fcy-y-i o i co&a^yp-tX'Nt-^neco^s: 
9i7yptx^5. fia^^n-bxti. ^ycofa 

fia<h^L^fcC0iLT*»-5„ CCT, ^^CO^aco 

[o o 4 2] fljcoagtrm. fiiftg^nt^n t»L 

2 K±©KHS*«a[B^ y -fe - *S« UfcW^fi^ y 

®ffi«**3&-r4ot«fco«ai^ffisffl»,»i,. ^yco 

(OKn««t« L I ^3i«<0 WB^ y -fc - v SSfi L Ac 
^y'cofiaii^ne 2t?co«F43§c0 2^^^±|; 
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iR> 'The NLOS Problem in Mobile Location Estimatio 
n Proceeding 1996 5th International Conference on 
Universal personal Communic. oct 96' by Marilynn Wy 
le and Jack Holtman. £#Sg-f-5<i: <kt^. 
[0 0 4 3] *3<01f--fcr*tt. r*5,-fc-s?>jf| -y- 

x-^*yP-feyy-3 0 5{:|HH*?W-5ttfc.**iJ 3 0 

[0 044] Si]rojg«TH, _hj£<D-y— f7.<D 1 ^>T& 
*<0RB8&^£**#i3lC>ig-rJ:3 WyidftRLfcH 

-*&&-£?iz7y7t)>?T-?m&$:®m?z>. ft 

Sra-y— b' 7. <Dft if> IZ 7 y Zf 'J > £ Tilftffl ^ >=> ft -5 

[0 0 4 5] — Sitt&fcT, ±W3 0<75+>— t*^±T«. 
HU->*xA£iJt,»T##U HH&Kftflsa-tt-a. £ft 

iss-r^ct^ 3. b*.«. Kw-y— t^fctt, ? 
k tc v » < -3 1> ^ y ?jtfi!aE-r * t * »c \i&miz x- ? aue *<> 



i^mizr^fttbiz\t^a H3;WITS.Ii„ — 
H*H>T. 7oa (Aloha) XU7Dt7 K7nA(Slotte 
d Aloha) cdt'o hnj^fn^ KB*- 
x-^U—Mi, 5 0~3 0 0 k bp s W®fflTfe-5. 

•5. Xitt. 'Queuing Systems Vol. 2 Computer Applica 
tions* by Leonard Kleinrock, published by John Wil 
ey A Sons, NY in 1976, £.1, -5 £«£*,>„ 
[0 0 4 6] ££#-5<L. 5*-*aaEKtt2r>©Jlfe.a 

* y •> > « J > i7 © fsifi 7 -7 ^ U y Z «fc 0 * £ ft 5 s - * 
il&©«£Ta3. SE^T. StB-*-K*©*JS«IHtt 
&Bife£X « * y -t - y > y-y— t 3. <7D *> <D «fc 0 /Jn £ 
&if&<=>> KB*- fXlri5tt-57-y7''J>^(D5 :J 

SSiSSria4(C^L^ 0 -^f.K)^— ^ jg^co^cD^^ 

&an?»0> 7y7 p u>d7«jS:bp s »ra-y— 
fxti^^>u>;7^i5*$^^»:kbp srox-^ji 
7«y^U>irtt5 0-3 0 0 k b p s 

[0 0 4 7] HtlS 3^><75-9— t'Xtt^gO 1 
(PP ID personal pager and identifier) £n?^o 

04H«pp i DtDzrnyzmzmistz, 

[0 0 4 8] 7>rt4 0 1(i/l77 v XttJHy7>f 
/^>^7>^7-$ffl^^<i:. PPIDggco 

£**T**. 9\-M\Z\ZMibtlttT>'T-rrt5->$:ftZ> 

a. pp i Dtt/hs^oT, *fc«s«iB&aeiB«)fe 

^,2 4 5 0MHz *fflt»-5£75^0/jN$W?-y^7> 
C0 0 4 9] «£iI/\'. r >'i:LTtfSn?tPPI Dt 

fiii. &&&v>mm<D*mm®i)<mm\zi2.z>&o\z-r 

5. cniliO. KB»»±PP I DijS^tzMJI^M 
7>ft4 0 1 £tt{tiXM»4 0 2. ^LT7 

>^4 o 3 wisi+«asT*-s. fea^^E- k. * y 

^tftt-r-S)^*};. 7>74 0 3 (2#4iri=«^ttMAM 
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3 H£ < T <b & u A CO ttS&rfr L frgg $ & t> . 

[0050] yp-fc-v-y-4 o 4ii nmmn&uA&rF 

■tJ-4 0 4I1PP I D©a«ST*0. y^>U>^«^S 
«*»U g#£tt57y^U>?l£gCO«Jgi£fc£>.5. 
^ntyU-4 0 4H*I56S»4 3 0. Xtt^Dty* io 

4 0 4 rtOjfiBSKJ: 0 li^SftS. 

[0 0 5 1 ] d^T. I Dtm*T{lilHloT 

lr » -5 1> CO £ ttmiBl&ifi JfeS^t^WS. BSfliJi^^ltlf 

o i . &ttimm®4 o 2. t>^4 o 3, ij-7&m&m 
s§4 o 5, j &zfmmm&®im4 o 6m\ti$m-ctii®^T 

t^-SfcCOtrH&H. ^-i?t-tPP I DmHTti-SJ: 

3=K:«||lg£EtDA*l/t CO «flS*;ttf(5fc«k 0 K 
P P I Ddt^t^^gg^gf 

*> & -s a* z. <r> m -a- *5 v > t t mm t * s . 

[0 0 5 2] PP I D#)Jllfta8:ft 
PP I DgS:fKO0iJ£0 5{;:^L/i„ 
[0 0 5 3] /1<7-<ffJI 

[0 0 5 4] Bttfttf-fc+aUx-r 

i£&co-fc*x g x-r H«K:4it»Ttt*< coKU&tf-fc* 
[0 0 5 5] PP I vmWfej] 

>^U Hffi^-b*£^TPP I D£cO&ig|iI.©£{t 
-€"LT. l^r^Bf^cOct^^x-^^PP I D 

I'&fiu pp i Ditm&mtBz/ZT-Atmfflmwizn 
*. KW»H7:/'J$— ->3 >7 p n-fe y-y-i o l 

COPP I DAiS^SrS^Ci. R^KPp^P b 17>^>7 p 

stm i o 3 \t*<DZ£&mm&imz*>7iimzmm 

Sfot, PP I DWffiBoRrMJiaiA^Bx— ^ 

1 1 oizmmznzo Kim^-Kowaieian. 
&b*£*- h^^yt-yyy^E- kcossbj: o 

£l^C0T, #£C0PP I DCOx-^-^JIKi, pp 

oiisas^tr. sen;. st^^-Httf^cog^coA 



ft*. SB3t3. SHSK.fcoTtf^ttTSH^-K^ 
-H*«V»T. lWilTliftH!J»PP I DCO*3:^te<£ 

[0 0 5 6] PP I D4 0 0 C0{4BS»D Ac^fr^„ 
^C0S*«T7 P U^r--> 3 >^P-tr^-!i-l 0 1 ^iiffU 
1 3 O&ftLTxkZtlZ. 77'J^r-~>3 >^p-fc 
yD- 1 0 1 ttif, firB^-*^-* 1 1 0 StSbT 
P P I D 4 0 0 <0fiB«»^ftfrO^ni««tB'r-5. ft 

fift£#£ifi (stras^rir, co.«) snrufcitft 

^T^'J^r— > 3 >yo-tr-y9-l 0 lfidCOPP I DCO 

±TcoK^tc±oMfi$n. pp i Dofc&zmx? 
•5. fetpp i D©&Bfts&^«ifi^a*iT^na, m 

t~ft£L£&Bcoi£<coKra8co*;lM£fi&£^— Hff 
^fr«P^Sl 0 3«7^'J^r— > 3 >y 
n-feyU-i 0 1 'MfcBifeft*- 

P-b-v-y-1 0 UiP P I DCO^i^fiB^^-Sdi: 
^coffif^^iiMU >i7 1 3 0 i^LTg^fA. 

n-r. 

[0 0 5 7] 

[f£9ico2&£:] ^±j$^«t5fC*%^fri;0 t -fc^i 

7- A i:t*-' r > y 3 IZTm-S L Tffl ^ -5 * 
fc. cic0ct5('*gBti, -t+i'J^^^&SL, <gp 
X hcok*;n^xH+r >/^{3*3^^.fiB^Si>*a« 

[Sfficoffim^ittig] 

[01] mmmtfi&mm (rfid) v-x^acohssm 

<D7Uy t? 

[02] BIORF IDJ/Xf A?««Sft5JW*3. 

NCOSIJiW|CO^D>>i7 0 o 
[0 3] 01 CORF I DvT.xAT&fflSft-S^yn.- 
y HcoHJg^jco^n y i7H 0 
[04] PP I DCO^Py 9m. 
[05] P P I DOlllWW?^ KcOiEffi0. 
[06] P P I DtDVjmWU-ITO hCOIEffi0. 
[0 7] P P I DtfeH-4RF«HJS(0^ay i70„ 
[08] K-^^f-yax, R^K-v*>^X^ 

—>3 xr^LTt'cOct^tipp i DftfEflrfafrSjj* 

m^COgftBJ] 

10 1 Tzf'jy-: / 3 >ypty-y- 

102 o-^jJHU7^7h7-? (LAN) 

1 0 3, 1 0 4 KP a 1g| 
105, 106. 107 

2 0 0 7'Dt'yiJ' 
2 0 0 a tftffift* 
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2 0 1 
2 0 2 
2 0 3 
2 0 4 
2 0 6 
2 0 7 
2 0 8 
2 0 9 
2 10 
2 1 1 
2 12 
2 1 3 
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mmmn 



2 1 4 

3 o 1 
3 0 2 
3 0 3 
3 0 4 
3 0 5 
3 0 6 
3 0 7 
3 0 8 
3 1 0 
3 1 1 
3 1 2 
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